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Abstract: Advances in machine learning find rapid adoption in many fields ranging from
communications, signal processing, and the automotive industry to healthcare, law, and
forensics. In this talk, | briefly focus on a couple of research projects revolving around
machine learning and forensic investigations: a) A biometric tool based on vein pattern
recognition for CSAI investigations, b) Prediction and reconstruction of wear patterns on
footwear outsoles. These research projects mainly rely on cutting-edge machine learning
algorithms applied to forensics area for helping law enforcement agencies identify
criminals/victims:

A) A Biometric Tool Based on Vein Pattern Recognition for CSAI Investigations

In 2018, global technology companies reported over 45 million online photos and videos
of children being sexually abused [1]. Child sexual abuse imagery (CSAIl) is identified as one
of the fastest growing crime industries [2] and is tied to other crime areas including human
trafficking and underage prostitution [3]. Providing effective technology to identify
perpetrators and victims in CSAl is a priority for law enforcement agencies and is backed
by international organisations and governments [4,5,6].

Even though DNA, face, fingerprint, and palmprint are amongst the most common
biometric traits employed in well-established identification systems, these traits are not
applicable to CSAI cases, where perpetrators usually cover their faces and only non-facial
skin is partially observable. Lack of such effective identification technology along with the
universality of a mass communication medium such as the Internet has enabled the rapid
growth of this industry and the number of child victims in sex trafficking and CSAI [7].
Developing an investigative tool to aid in the identification of perpetrators and victims of
CSAl crimes may help to put a significant dent in the industry.

To overcome the limitations of current identification techniques, vein pattern as a new
investigative tool has been recently introduced to the forensic community and early
research with promising results has explored the possibility of visualising vein pattern from
normal digital images (photographs and videos) [8,9,10]. Vein pattern recognition is not
novel and has been used as a biometric trait for authentication purposes [11,12,13]; such
techniques use a near infra-red (NIR) image which requires special camera for capturing
NIR pictures, whereas our recently introduced solutions are able to take a normally
captured image and analyse this with our novel algorithms based on machine learning and
digital image processing techniques. This will allow us to identify criminals in CSAI with only
a small portion of their skin captured from the videos and photos they are featuring in, and
from this we will be able to detect their individual vein pattern- as unique to an individual
as their fingerprint or DNA.

In the first part of the talk, we will briefly discuss our recently developed method for
uncovering vein patterns from digital images. Within a machine learning framework, we
describe feature extraction, image enhancement, and training/testing phases for this
purpose; furthermore, our experimental results on some random internet images and
different body limbs are presented. The results show the efficiency of our method.



B) Prediction and Reconstruction of Wear Patterns on Footwear Outsoles

Footwear evidence is often the most abundant form of evidence at a crime scene and in
some cases, can prove to be as specific as a fingerprint [14]. Shoeprints’ ability to uniquely
identify an individual is of interest as they can provide valuable evidence in criminal
investigations, not only for identifying suspects, but also helping forensic investigators link
different crimes as well as reconstruction of crime scene and suspect number
determination [15,16].

To assist in the evaluation and identification of shoeprints, databases containing reference
shoeprints of the most common outsoles in production are maintained by law enforcement
agencies [17,18]. Computational methods to aid forensic scientists in the analysis of
shoeprints have revolved around the development of automatic algorithms to identify
shoeprints in a photograph taken from the crime scene; and to find a match from such
databases using shoeprint recognition software [19,20].

While these computational methods and databases exist, these forensic tools are limited
in their ability to correctly match crime scene shoeprint evidence to the perpetrator’s shoes
due to the impact of wear and tear over time and the resulting distortion on the shoeprint.
The wear pattern is usually influenced by biomechanics such as the weight and gait of the
wearer, environmental stressors, and additional factors like the material of construction.
In such situations, it falls on the forensic scientist to evaluate the outsole and determine if
it matches the scene print while considering the formation of additional wear features. This
task involves the careful analysis of the outsole and requires intimate knowledge of the
breadth of factors that influence wear patterns.

Built upon on our recent work on wear pattern analysis [21,22], we use a unique dataset
that has been specifically collected to study the pattern of wear that has formed over time
on the outsole. Within a computational machine learning framework, we present a deep
learning model that, for the first time, can automatically predict the wear pattern over time
and is able to reconstruct the outsole back to its original state at a given time.
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